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Social Media Policy 
 
Updated: May 4, 2012 
 
 
At [Employer], we understand that social media can be a fun and rewarding way to share your life 
and opinions with family, friends and co-workers around the world.  However, use of social 
media also presents certain risks and carries with it certain responsibilities.  To assist you in 
making responsible decisions about your use of social media, we have established these 
guidelines for appropriate use of social media. 
 
This policy applies to all associates who work for [Employer], or one of its subsidiary companies 
in the United States ([Employer]). 
 
Managers and supervisors should use the supplemental Social Media Management Guidelines for 
additional guidance in administering the policy. 
 

GUIDELINES 
 
In the rapidly expanding world of electronic communication, social media can mean many things.  
Social media includes all means of communicating or posting information or content of any sort 
on the Internet, including to your own or someone else’s web log or blog, journal or diary, 
personal web site, social networking or affinity web site, web bulletin board or a chat room, 
whether or not associated or affiliated with [Employer], as well as any other form of electronic 
communication. 
 
The same principles and guidelines found in [Employer] policies and three basic beliefs apply to 
your activities online.  Ultimately, you are solely responsible for what you post online.  Before 
creating online content, consider some of the risks and rewards that are involved.  Keep in mind 
that any of your conduct that adversely affects your job performance, the performance of fellow 
associates or otherwise adversely affects members, customers, suppliers, people who work on 
behalf of [Employer] or [Employer’s] legitimate business interests may result in disciplinary 
action up to and including termination. 
 
Know and follow the rules 
 
Carefully read these guidelines, the [Employer] Statement of Ethics Policy, the [Employer] 
Information Policy and the Discrimination & Harassment Prevention Policy, and ensure your 
postings are consistent with these policies.  Inappropriate postings that may include 
discriminatory remarks, harassment, and threats of violence or similar inappropriate or unlawful 
conduct will not be tolerated and may subject you to disciplinary action up to and including 
termination. 
 
Be respectful 
 
Always be fair and courteous to fellow associates, customers, members, suppliers or people who 
work on behalf of [Employer].  Also, keep in mind that you are more likely to resolved work-
related complaints by speaking directly with your co-workers or by utilizing our Open Door 
Policy than by posting complaints to a social media outlet.  Nevertheless, if you decide to post 
complaints or criticism, avoid using statements, photographs, video or audio that reasonably 
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could be viewed as malicious, obscene, threatening or intimidating, that disparage customers, 
members, associates or suppliers, or that might constitute harassment or bullying.  Examples of 
such conduct might include offensive posts meant to intentionally harm someone’s reputation or 
posts that could contribute to a hostile work environment on the basis of race, sex, disability, 
religion or any other status protected by law or company policy. 
 
Be honest and accurate 
 
Make sure you are always honest and accurate when posting information or news, and if you 
make a mistake, correct it quickly.  Be open about any previous posts you have altered.  
Remember that the Internet archives almost everything; therefore, even deleted postings can be 
searched.  Never post any information or rumors that you know to be false about [Employer], 
fellow associates, members, customers, suppliers, people working on behalf of [Employer] or 
competitors. 
 
Post only appropriate and respectful content 
 

 Maintain the confidentiality of [Employer] trade secrets and private or confidential 
information.  Trades secrets may include information regarding the development of 
systems, processes, products, know-how and technology.  Do not post internal reports, 
policies, procedures or other internal business-related confidential communications. 

 Respect financial disclosure laws.  It is illegal to communicate or give a “tip” on inside 
information to others so that they may buy or sell stocks or securities.  Such online 
conduct may also violate the Insider Trading Policy. 

 Do not create a link from your blog, website or other social networking site to a 
[Employer] website without identifying yourself as a [Employer] associate. 

 Express only your personal opinions.  Never represent yourself as a spokesperson for 
[Employer].  If [Employer] is a subject of the content you are creating, be clear and open 
about the fact that you are an associate and make it clear that your views do not represent 
those of [Employer], fellow associates, members, customers, suppliers or people working 
on behalf of [Employer].  If you do publish a blog or post online related to the work you 
do or subjects associated with [Employer], make it clear that you are not speaking on 
behalf of [Employer].  It is best to include a disclaimer such as “The postings on this site 
are my own and do not necessarily reflect the views of [Employer].” 

 
Using social media at work 
 
Refrain from using social media while on work time or on equipment we provide, unless it is 
work-related as authorized by your manager or consistent with the Company Equipment Policy.  
Do not use [Employer] email addresses to register on social networks, blogs or other online tools 
utilized for personal use. 
 
Retaliation is prohibited 
 
[Employer] prohibits taking negative action against any associate for reporting a possible 
deviation from this policy or for cooperating in an investigation.  Any associate who retaliates 
against another associate for reporting a possible deviation from this policy or for cooperating in 
an investigation will be subject to disciplinary action, up to and including termination. 
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Media contacts 
 
Associates should not speak to the media on [Employer’s] behalf without contacting the 
Corporate Affairs Department.  All media inquiries should be directed to them. 
 

For more information 
 
If you have questions or need further guidance, please contact your HR representative. 
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GOOD REP: 
SOCIAL MEDIA 
ASSETS IN M&A 
TRANSACTIONS 
By Aaron P. Rubin 

As we previously reported, a company’s 
social media pages and profiles, and 
the associated followers, friends and 
other connections, may constitute 
valuable business assets. In our 
experience, however, social media 
assets often receive little attention 
in M&A transactions. Purchasers in 
such transactions generally require 
sellers to make robust representations 
and warranties regarding the target 
company’s assets, but a typical 
purchase agreement may give social 
media assets only cursory treatment 
or, in some cases, not explicitly 
cover social media assets at all. In an 
attempt to rectify this oversight, this 
article outlines a set of representations 
and warranties that a purchaser may 
consider to address issues relating to a 
target company’s social media assets in 
an M&A context.

To begin, it is necessary to define the 
category of assets at issue. In defining 
this category—which we will refer 
to as “Social Media Accounts” for 
convenience—a purchaser may wish 
to capture a broad swath of online 
assets not limited just to a company’s 
pages and profiles on the major social 
networks (although those should 
certainly be addressed), including 
all accounts, profiles, pages, feeds, 
registrations and other presences on  
or in connection with any:

• social media or social networking 
website or online service;

• blog or microblog;

• mobile application;

• photo, video or other content-
sharing website;

• virtual game world or virtual social 
world;

• rating and review website;

• wiki or similar collaborative content 
website; or

• message board, bulletin board or 
similar forum.

Armed with a broad definition of 
“Social Media Accounts” as described 
above, a comprehensive set of social 
media representations and warranties 
would require the seller to provide a 
list of all Social Media Accounts that 
the target company uses, operates 
or maintains, and to identify, for 
each such Social Media Account, 
any account names, user names, 
nicknames, display names, handles 
and other identifiers registered,  
used or held for use by or for the  
target company (which we will refer  
to collectively as “Social Media 
Account Names”).

The purchaser may then ask the seller 
to make some or all of the following 
representations and warranties with 
respect to Social Media Accounts and 
Social Media Account Names:

• None of the Social Media Account 
Names infringe or otherwise violate 
any trademark rights or other 
intellectual property rights of any 
third party.

• All use of the Social Media Accounts 
complies with and has complied with 
(i) all terms and conditions, terms 
of use, terms of service and other 
agreements and contracts applicable 
to such Social Media Accounts, and 
(ii) applicable law and regulation. 

• The target company has 
implemented and enforces an 
employee social media policy that:

• provides that the company, and 
not any company employee or 
contractor, owns and controls the 
Social Media Accounts and Social 
Media Account Names (including 
all associated information 
and content; all relationships, 
interactions and communications 
with fans, followers, visitors, 
commenters, users and 
customers; and all associated 
good will and opportunities);

• requires all employees and 
contractors to relinquish to the 
company all Social Media Account 
Names, passwords, and other 
log-in information for the Social 
Media Accounts upon termination 
of employment or engagement or 
at any other time upon company’s 
request;

• includes appropriate guidelines 
and restrictions regarding the use 
of (i) the Social Media Accounts, 
and (ii) personal social media 
accounts, including, in each case, 
with respect to endorsements, 
attribution, disclosure of 
proprietary information and 
violation of intellectual property 
rights; and

• complies with applicable law and 
regulation.

• Each of the target company’s 
employees and contractors has 
agreed in his or her company 
employment agreement to comply 
with such social media policy.

• The contemplated transaction will 
not result in the loss or impairment 
of the target company’s ability to use, 
operate or maintain any Social Media 
Account or Social Media Account 
Name, or in the breach of any terms 
of use, terms of service or other 
agreements or contracts applicable to 
such Social Media Accounts.

It should be noted that a set of 
representations and warranties 

A typical purchase 
agreement may give 
social media assets 
only cursory treatment 
or, in some cases, not 
explicitly cover social 
media assets at all.

http://www.mofo.com/aaron-rubin/
http://www.sociallyawareblog.com/2013/12/17/ownership-of-business-related-social-media-accounts/
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Facebook1

• Most discussed topic (globally): World Cup
• Most discussed topic (U.S.): Ebola virus outbreak
• Most talked about athlete (U.S.): LeBron James
• Most talked about TV show (U.S.): Games of Thrones
• Most watched Ice Bucket Challenge video (U.S.): George W. Bush

Instagram2

• Most popular hashtag (2nd year in a row): #love
• Most popular photo: A wedding photo of Kim Karsdashian 

and Kanye West received 2.74 million likes, making it the 
most-liked Instagram photo of all time. 

• Most geotagged location: Disneyland, Anaheim, Calif.3

Twitter
• Most followers: Katy Perry (61.53 million), followed by Justin 

Beiber (57.77 million) and Barack Obama (51.19 million)4

• Most tweets/minute in 2014: 618,725 during the Germany vs. 
Argentina World Cup Final5

• Most re-tweeted: Ellen DeGeneres’s Oscar selfie with Hollywood 
A-listers including Bradley Cooper (3.3 million retweets)6

YouTube7

• Most watched video: “Mutant Giant Spider Dog” (more than 
128 million views). The video features a real dog wearing a spider 
costume that gives him eight spider “legs”

• Second most watched video: Nike ad featuring soccer stars 
(more than 103 million views)

• Third most watched video: “First Kiss” (more than  
97 million views). Pairs of strangers kiss for the first time.

NEWER SOCIAL MEDIA PLATFORMS THAT 
GAINED TRACTION IN 2014

SECRET: This anonymous messaging app 
designed for use just between friends has 
received $35 million in funding since it was 
launched in 2013.8

TINDER: Experts predict that this mobile 
dating app will have as many as 20 million 
active users daily by the close of 2015.9

MEDIUM: The White House released the State 
of the Union speech via this micro-blogging 
platform for the first time in Jan. 2015.10

1. http://newsroom.fb.com/news/2014/12/2014-year-in-review/

2. http://www.thewrap.com/instagram-shares-most-liked-pics-
biggest-hashtag-of-2014-photos/

3. http://www.adweek.com/socialtimes/top-10-geotagged-
locations-on-instagram-in-2014/301847

4. http://www.statista.com/statistics/273172/twitter-accounts-
with-the-most-followers-worldwide/

5. http://blogs.wsj.com/digits/2014/07/14/facebook-twitter-set-
usage-records-for-world-cup-final/

6. http://www.usatoday.com/story/life/2014/12/10/twitter-
entertainment-highlights-most-retweeted/20142541/

7. http://www.cnn.com/2014/12/09/tech/web/top-youtube-
videos-2014/ 
 

8. http://www.washingtonpost.com/blogs/the-switch/
wp/2014/07/22/from-gaza-to-dating-why-users-are-confess-
ing-their-thoughts-on-anonymous-apps-like-secret/

9. http://www.thestreet.com/story/12955209/1/unlocking-tinder-
could-lead-to-5-billion-spinoff-for-iacs-dating-biz.html

10. http://www.usatoday.com/story/news/nation-now/2015/01/21/
obama-sotu-twitter-facebook/22100811/
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incorporating all of the points above 
may be more than is practical or 
necessary for many transactions. 
Purchasers will need to determine 
in each case how robust the social 
media representations and warranties 
should be based on the particular 
circumstances of the transaction, 
including the nature of the target 
company’s business, the extent of the 
target company’s use of social media 
and the relative negotiating positions of 
each party.

One last caveat: We use the term 
“assets” in relation to a company’s social 
media pages and profiles advisedly, 
given that their legal status as property 
is tenuous at best (in almost all cases, 
these “assets” could be taken away by 
the third-party operators of the relevant 
social media platforms). But the issues 
addressed above are issues that we 
have seen arise repeatedly in reported 
cases, so we hope that this article will 
at least be helpful in thinking through 
some of the points that a purchaser 
should consider when acquiring a target 
company that uses social media in  
its business.

NARROW VISION: 
DID ANTI-GLASS 
HYSTERIA 
CONTRIBUTE TO 
THE DEMISE OF 
GOOGLE GLASS? 
By John F. Delaney 

Once the hottest new technology 
innovation around, Google Glass was 
recently put out to pasture, at least for 
the near future.

In the tech industry, we generally 
assume that a game-changing product 
like Glass will somehow find a way to 
thrive, especially with Google’s virtually 
unlimited resources behind it. So why 
did Glass suffer this major setback?

I don’t have an answer. But I wonder 
if the relentless stream of negative 
publicity—often unreasonably negative 
publicity—about Glass may have 
contributed to consumers’ reluctance to 
embrace the product.

Consider, for example, the following 
items:

• A recent study allegedly showing 
that Glass can partially obstruct the 
wearer’s peripheral vision received 
widespread coverage in the popular 
press. The study found that, even 
when the device is turned off, Glass’s 
hardware creates a blind spot in 
the upper right area of the wearer’s 
visual field. But, remarkably, 
this “study” was based on the 
experiences of only three people—
hardly a statistically significant 
sample. (Most statisticians agree 
that, for a test to produce a 
meaningful result, there should be 
at least 100 subjects involved.)

• Another recent study picked up by 
the news media described the  
Navy’s Substance Abuse and 
Recovery Program’s treatment 
of a 31-year-old serviceman 
for alcoholism and “significant 
frustration and irritability related 
to not being able to use his Google 
Glass,” as a case of “Google Glass 
addiction,” as if that were an 
established disorder (it’s not). At 
least the “obstructed peripheral 
vision” study noted above involved 
three participants; this “study” 
involved only a single subject.

• A social media consultant’s claims 
that her Glass device was knocked 
off her face in a San Francisco bar 

received extensive national and 
even international press coverage, 
generally inciting not sympathy, 
but ire, for the consultant; news 
stories reporting her version of the 
events received a flood of negative 
comments and prompted a barrage of 
social media posts blaming the Glass 
wearer for “her failure to perceive 
the negative reception by bar patrons 
of her wearing the device and her 
decision to begin recording video as 
the situation escalated,” according 
to one news outlet. A number of bars 
reportedly banned Glass in the wake 
of the incident.

• It was widely reported last year 
that Glass would make it easier 
for eavesdroppers to steal ATM 
and tablet users’ PINs and 
passcodes—not because Glass’s 
technology makes it superior for 
those purposes, but because Glass is 
allegedly less conspicuous than, say, 
a smartphone with a camera. But 
the fact that Glass lights up when 
in use would seem to make it an 
awkward tool for spying on people 
using ATMs and tablets in public.

Even a cursory Google search will turn 
up many other articles warning us of the 
perils of Glass. (We covered anti-Glass 
sentiment in greater detail in a blog post 
last year.) But I don’t mean to suggest 
that the press was solely responsible 
for anti-Glass hysteria; governments 
and big business did their part to stoke 
consumer fears.

For example, several state legislatures 
have been considering bills that would 
make it illegal to wear Glass while 
driving. As a practical matter, for such 
legislation to be effective, it would have 
to forbid motorists from wearing any 
head-mounted device, whether or not 
it’s in use—a police officer cannot be 
expected to know whether a person 
behind the wheel actually had her Glass 
device turned on while she was driving.

The federal government also jumped 
on the anti-Glass bandwagon. In May 
2013, for example, a bipartisan caucus 

It’s hard to imagine any 
product, no matter how 
innovative, surviving 
the barrage of negative 
developments related 
to Glass.
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of U.S. congressmen sent Google an 
inquiry regarding a variety of privacy 
matters. In response to that inquiry, 
Google announced in June 2013 that it 
would not allow applications with facial 
recognition on Glass. It’s remarkable 
that, even in these bitterly partisan 
times, Glass fears could unite Democrats 
and Republicans.

Regulators in other countries entered 
the fray as well, writing to Google 
to complain that they had not been 
approached by Google to address Glass-
related privacy concerns.

Further, all types of businesses and 
organizations have rushed to ban 
Glass—bars, restaurants, banks, schools, 
hospitals, museums, casinos, circuses, 
strip clubs and so on. Some of these 
bans, of course, make sense, but others 
do not; interestingly, history informs us 
that the revolutionary Kodak camera, 
upon its introduction in 1888, was 
banned from beach resorts and even the 
Washington Monument.

In any event, it’s hard to imagine any 
product, no matter how innovative, 
surviving the barrage of negative 
developments related to Glass. 
Everywhere one looked, the message 
was that Glass had the potential to do 
damage—damage to its user’s physical 
and mental health, damage to its owner’s 
integrity, damage to the privacy of 
bystanders, damage to other motorists, 
damage to a business establishment’s 
income.

I don’t mean to suggest that Glass didn’t 
raise some legitimate privacy concerns—
it did. And so does the Internet. And 
social media. And mobile phones. And 
the Internet of Things. And even the 
Kodak camera, for that matter.

Now that Glass is no longer with us, 
perhaps we can look at it with clearer 
vision. Is it possible that all of the 
relentless criticism of Glass was, well, 
short-sighted?

FORCED TO  
CYBER-SPY: COURT 
RULES PARENTS 
CAN BE HELD 
NEGLIGENT FOR 
CHILD’S FACEBOOK 
ACTIVITY 
By Scott M. Sawyer and  
Aaron P. Rubin 

Are parents now liable for what their 
kids post to Facebook? According to a 
recent decision in the Georgia Court of 
Appeals, they are.

The Georgia Court of Appeals held 
that the parents of a seventh-grade 
student could be found negligent for 
failing to ensure that their son deleted 
an offensive Facebook profile that 
defamed a fellow classmate. The fake 
Facebook account depicted a fat-face 
caricature of the female student and 
featured sexual, profane and racist 
postings. Facebook eventually took the 
page down at the urging of the bullied 
girl’s parents, more than 11 months 
after the school first disciplined the 
male student. According to the court, 
the failure of the boy’s parents to take 
any action to get their son to delete the 
profile for nearly a year after the school 
alerted them about the Facebook page 
could constitute negligence.

“Given that the false and offensive 
statements remained on display, and 
continued to reach readers, for an 
additional eleven months, we conclude 
that a jury could find that the [parents’] 
negligence proximately caused some 
part of the injury [the girl] sustained 
from [the boy’s] actions (and inactions),” 
the court stated.

The appeals court found that because the 
boy’s parents made no attempt to view 
the Facebook page, learn what content 
their son had distributed or demand that 
their son delete the page, they could be 

held negligent for failing to police their 
son’s social media account. For this 
reason, the appeals court reversed the 
trial court’s decision to grant summary 
judgment to the boy’s parents. The court, 
though, agreed with the lower court’s 
dismissal with respect to holding the 
parents responsible for allowing the 
page to be posted in the first place.

The ruling by the Georgia Court of 
Appeals is currently on appeal to the 
Georgia Supreme Court. If upheld, 
this ruling could usher in a new era 
of parental responsibility, imposing 
a significant duty upon parents to 
monitor their children’s online activity 
and remedy any problems once they are 
put on notice.

But will parents be upset about this 
holding or welcome it as they seek ways 
to justify their cyber-spying? More than 
37% of teens own smartphones, and 
parents are increasingly looking for ways 
to keep tabs on their kids. According to 
the Family Online Safety Institute, 78% 
of parents have logged into their child’s 
Facebook account to monitor his or her 
private messages. In 2012, 20 million 
people had already downloaded Life360, 
a location app that allows families to 
track each other’s movements with by-
the-minute updates. According to the 
co-founder of TeenSafe, an invisible 
tracking app that allows parents to 
monitor their kid’s location, social media 
activity and text messages, more than 

If upheld, this ruling 
could usher in a 
new era of parental 
responsibility, imposing 
a significant duty upon 
parents to monitor 
their children’s online 
activity and remedy 
any problems once 
they are put on notice.
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500,000 users have used the service to 
help identify online bullying and keep 
teens out of dangerous situations.

So the next time a teenager yells at 
a parent for violating his or her civil 
liberties by tracking all of the child’s 
online activities, the parent can simply 
point to the Georgia Court of Appeals 
decision and say they were forced to 
cyber-spy, for everyone’s protection.

FTC ENFORCEMENT 
ACTION CONFIRMS 
THAT AD 
DISCLOSURE 
OBLIGATIONS 
EXTEND TO 
ENDORSEMENTS 
MADE IN SOCIAL 
MEDIA 

By Julie O’Neill and  
Adam J. Fleisher 

The Federal Trade Commission (FTC) 
has once again made good on its 
promise to enforce against deceptive 
advertising under Section 5 of the FTC 
Act, regardless of the media in which 
the advertising appears: Its recently 
announced proposed complaint and 
draft settlement with the advertising 
firm Deutsch LA, Inc. involves 
endorsements posted by social media 
users. The action unmistakably signals 
to companies that advertise through 
social media—especially by leveraging 
user-generated content—that they need 
to comply with Section 5’s disclosure 
requirements.

As discussed below, not only is it 
deceptive to post bogus endorsements, 
but a clear and conspicuous disclosure 
of any material connection between 
an endorser and the advertising 
company is necessary in order to 
avoid a charge of deception.

ONLINE ADVERTISING DISCLOSURE 
REQUIREMENTS UNDER SECTION 5 
OF THE FTC ACT 

Section 5 of the FTC Act bars “unfair 
or deceptive acts or practices.” This 
prohibition extends to advertising, 
marketing and other promotional 
activities, including the use of 
endorsements. The FTC’s Guides 
Concerning the Use of Endorsements 
and Testimonials in Advertising 
(“Endorsement Guides”) represent the 
FTC’s interpretation of the application of 
Section 5 to the use of endorsements 
 and testimonials in advertising. See 16 
CFR § 255. In other words, they explain 
how an advertiser using endorsements 
can avoid engaging in deceptive practices.

The FTC defines an “endorsement” 
as an advertising message that 
“consumers are likely to believe 
reflects the opinions, beliefs, findings, 
or experiences of a party other than 
the sponsoring advertiser.” See 
id. at § 255.0(b). According to the 
Endorsement Guides, a customer 
endorsement must be from an actual, 
bona fide user of the endorsed product 
or service. In addition, if there is 
any material connection between 
the endorser and the advertiser that 
consumers would not reasonably 
expect—such as payment or other 
exchange of consideration, or an 
employment relationship—then that 
connection must be clearly and 
conspicuously disclosed. Because such 

information is likely to affect the weight 
or credibility that consumers will give to 
an endorsement, a failure to clearly and 
conspicuously disclose it is deceptive.

The FTC staff has provided guidance 
on how to effectively make clear and 
conspicuous disclosures in online 
advertising. When the staff initially 
released its Dot Com Disclosures 
guidance in 2000, it affirmed 
that Section 5 applies to online 
advertising, just as it applies in the 
brick-and-mortar world. In 2013, the 
FTC staff released updated Dot Com 
Disclosures, specifically addressing 
how to make appropriately clear 
and conspicuous disclosures online, 
including on mobile devices. The 
guidance reaffirmed that disclosures 
that are required to avoid deception 
or to otherwise comply with the law 
must be presented in a clear and 
conspicuous manner—no matter the 
media in which they appear—and 
asserted that, if an advertiser cannot 
make a required disclosure effectively 
in a particular medium, then it should 
not run the ad in that medium.

THE DEUTSCH LA  
ENDORSEMENT ACTION 

The proposed settlement with Deutsch 
LA arose out of the advertising 
firm’s alleged activities relating 
to the promotion, on behalf of its 
client Sony, of the PlayStation Vita 
handheld gaming console. (The FTC 
also reached a proposed settlement 
with Sony.) The gravamen of the FTC’s 
complaint related to allegedly deceptive 
advertising claims about the console’s 
technological capabilities. The FTC also, 
however, included a count relating to 
the advertising firm’s use of Twitter to 
promote its client’s console. Specifically, 
the complaint alleged that Deutsch 
LA employees responded to a request 
from an assistant account executive to 
use their personal Twitter accounts to 
post positive comments about the Sony 
console, using the same “#gamechanger” 
hashtag. The complaint includes 
examples of the employees’ tweets, 

The action unmistakably 
signals to companies 
that advertise through 
social media—especially 
by leveraging user-
generated content—that 
they need to comply with 
Section 5’s disclosure 
requirements.
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such as “One thing can be said about 
PlayStation Vita… it’s a #gamechanger.”

The FTC alleged that the employees’ 
tweets were deceptive because they 
falsely purported to be endorsements 
from actual users of the Sony gaming 
console. Moreover, the fact that the 
tweets were written by employees of 
Sony’s ad agency would have been 
material to consumers in making 
decisions about whether to purchase the 
console. For this reason, the tweeters’ 
failure to disclose their connection to 
Deutsch LA (and, in turn, to Sony) was 
allegedly deceptive.

In light of both the Endorsement Guides 
and the revised Dot Com Disclosures 
guidance, this FTC enforcement action is 
not surprising. The Endorsement Guides 
establish that the failure to disclose a 
material connection is deceptive, and 
Dot Com Disclosures affirm that the 
FTC’s rules on necessary disclosures 
apply to any message, whatever the 
medium, and expressly including even 
“space constrained ads,” such as tweets.

WHAT’S NEXT?

The Deutsch LA proposed consent order 
bars the company from representing 
that an endorser of a product is an 
independent user or ordinary consumer 
of the product, if that is not the case, 
and it requires the ad agency to make 
clear and prominent disclosures of 
any material connections between 
an endorser and Deutsch LA and/or 
entities on whose behalf it promotes 
a product or service. The action thus 
reaffirms that individual endorsements 
that appear in social media must clearly 
and conspicuously disclose any material 
connection between the endorser and 
the advertiser of the endorsed product 
or service.

The FTC has brought cases based on 
deceptive endorsements before. For 
instance, in 2010, In re Reverb 
Communications (also an advertising 
agency), the FTC alleged that Reverb’s 
employees posted reviews in iTunes 

about the agency’s clients’ gaming 
applications, without disclosing 
their relationship to the agency or 
its clients. Deutsch LA, however, 
appears to be the first time that it has 
brought an enforcement action against 
endorsements made on social media. 
Now that the FTC has followed through 
on its Dot Com Disclosures guidance 
that tweeted ads are just like any other 
advertisements—and thus require the 
same clear and conspicuous disclosures 
as in any other media—the obvious 
question is, “what’s next?” Now that social 
media is multimedia (See, for example, 
Instagram and Pinterest, which let users 
post photos and videos), brands are 
likely to leverage users to incorporate 
promotions into their personal feeds.

For instance, if a brand discovers 
that a popular Instagram user takes 
compelling pictures that meld with the 
brand’s image, the brand might engage 
that user to produce content on behalf 
of the brand and to use a hashtag or 
some other means to promote the 
brand organically in the user’s feed.

If the brand does not require the user to 
disclose—clearly and conspicuously and 
in each picture, tweet or other post—
that he or she has a material connection 
to the company, then both the company 
and the user run the risk of being 
subject to a charge of deception.

SHORTER AND 
SIMPLER, YES—
BUT IS IBM’S 
NEW CLOUD 
SERVICES 
AGREEMENT ANY 
SWEETER? 
By John F. Delaney and 
Anthony M. Ramirez 

IBM has been receiving rave reviews 
in the media for simplifying its 
Cloud Services Agreement to a mere 
two pages in length. And yes, the 

Agreement also boasts healthy margins 
and a normal font. But does the 
Agreement’s reasonable length equate 
to reasonable terms?

After all, from a customer’s perspective, 
shorter doesn’t necessarily mean better.

Certainly IBM’s new Agreement 
was designed to reduce negotiation. 
According to the International 
Association for Contract & Commercial 
Management, which declared IBM a 
finalist for an award because of the 
Agreement’s simplified approach, IBM 
has competitively benchmarked the 
terms of the new Agreement and IBM 
apparently feels that the terms will 
meet the business requirements of most 
enterprise clients.

Indeed, of the customers presented with 
IBM’s new Agreement, 80 percent have 
reportedly signed it without negotiation. 
The remaining 20 percent, however, 
still chose to treat the new Agreement—
simplified or not—as merely IBM’s 
opening draft.

Upon review of the new Agreement, it 
becomes clear why these “20 percenters” 
chose to negotiate.

For example, the first section of 
the Agreement is entitled Service 
Performance and Commitments, but the 
208 words of the section contain little 
in the way of actual commitments. The 
Cloud Services are merely “designed” 
to be available 24/7, and while IBM 
agrees to provide notice of scheduled 
maintenance, there are no limits on the 
timing or duration of such maintenance.

Customers must also review the Service 
Description — in a separate document — 
to determine what, if any, license rights, 

From a customer’s 
perspective, shorter 
doesn’t necessarily 
mean better.
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data security obligations, service levels 
and renewal options will apply to the 
Agreement.

At times, the Agreement does provide 
terms that a customer will want to  
see — such as an indemnity against 
third-party patent and copyright claims 
— but the value of these terms is often 
limited. (Even in the shortest contract, 
the devil is still in the details.)

Customers must also be careful not 
to skip over short statements with 
potentially broad implications. For 
example, while IBM does not ask the 
customer to expressly indemnify IBM, the 
Agreement does contain a very short — 
and very vague — statement making the 
customer “responsible for” any “violation 
of law or any third-party rights caused by” 
the customer’s content uploaded to the 
service or other use of the service. Could 
this statement require that a customer 
indemnify IBM for claims arising from 
any such violation? If so, the customer’s 
liability for such third-party claims could 
be unlimited, because the Agreement’s 
limitation-of-liability provision protects 
only IBM, not the customer.

Service providers are often urged to keep 
an agreement as “short and simple” as 
possible, and this is unquestionably an 
important goal that will help to reduce 
costs for both parties. At the same time, 
anyone reviewing such an agreement 
should bear in mind that it may have 
been “shortened and simplified” by the 
omission of key legal protections.

Ultimately, an informed customer  
wants an agreement that is short,  
simple and sweet.

NEGOTIATING 
CLOUD CONTRACTS 
By Alistair Maughan, 
Christopher Ford and  
Scott W. Stevenson 

The cloud computing market is 
evolving rapidly. New as-a-service 
(aaS) platforms are appearing and the 

dichotomy between public and private 
cloud domains has been fractured 
into many different shades of hybrid 
cloud alternatives. While many of the 
key issues—privacy risk, data location, 
and service commitment—remain the 
same, service providers’ commercial 
offerings are becoming more flexible.

Over the past 18 months, we have even 
started to see changes in the “take it or 
leave it” approach to cloud contracts. 
Negotiations of cloud contracts have 
started to occur. But at this stage 
in cloud computing’s evolution, 
even more so than for traditional IT 
contracting, the key is to know what 
can be negotiated and how much.

CLOUD MARKET

The global cloud computing market 
was reportedly worth approximately 
$157 billion in 2014, and is expected to 
reach $290 billion by 2018. The market 
is growing at an annual rate of almost 
50%. North America continues to 
represent the largest share of the global 
cloud market with over 50% of the 
market, followed by the EMEA region 
with approximately 29%.

Software as a service (SaaS) is still the 
biggest sell, followed by infrastructure as 
a service (IaaS) and platform as a service 
(PaaS). The Big 3 aaS cloud offerings 
represent 90% of the global cloud 
market according to a recent survey.

Flexibility and cost savings are still 
the main drivers for customers 

selecting cloud services—while 
security and privacy remain the 
top concerns. Interestingly, some 
customers are starting to consider 
cloud offerings as a means of 
improving the security of their data, 
taking the view that leading cloud 
providers have more expertise in 
protecting data and are able to invest 
more heavily in evolving technologies.

As the cloud market continues to 
grow in volume terms, the diversity 
of the market offerings is also 
increasing. There is more competition 
than ever before in most of the main 
cloud market segments, with well-
publicized price cuts, more service 
offerings and many, if not most, 
software providers examining ways 
to move into service-based offerings. 
Traditional market leaders, such as 
Microsoft and IBM, experience year-
on-year growth. Reputation and cost 
are the key factors in cloud vendor 
selection, followed by performance 
assurance related issues.

In general, most large cloud providers 
are showing a renewed focus on 
multinational clients and also want 
to move up the value chain and 
target larger institutional clients. 
Outsourcing arrangements now 
increasingly encompass a cloud 
computing element, and some cloud 
providers are prepared to offer 
managed services to mimic elements of 
so-called “traditional” outsourcing.

Genuine adoption by regulated 
entities, especially financial services 
institutions, is the next big target; 
although the take-up is not helped by 
the reticence of regulators in some 
key global markets (with the notable 
exception of the United States) to 
provide a road map to assist regulated 
entities’ engagement of the cloud 
model. Nevertheless, reticence to 
adopt a multi-tenanted cloud solution 
in regulated sectors is being eroded by 
the availability of aaS models available 
through virtual private cloud services 
and dedicated servers.

At this stage in cloud 
computing’s evolution, 
even more so than 
for traditional IT 
contracting, the key  
is to know what can 
be negotiated and 
how much.
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CLOUD CONTRACTS

It remains axiomatic that contracts for 
cloud computing services are generally 
implemented on the provider’s terms. 
Even projecting forward at the current 
rate of evolution, it is hard to see that 
core principle changing. However, 
contract terms are increasingly 
negotiable to some extent; although 
the degree of negotiability pales in 
comparison with the contracting 
model in traditional services-based 
outsourcing.

In our experience there continues to 
be a (resigned) acceptance from most 
customers of the providers’ terms 
(i.e., the terms are what they are) and 
there’s a general recognition that is the 
place to start. After all, if a customer 
organization expects customization of 
services and a genuine negotiation of 
service terms, then maybe the cloud is 
not the right place to be considered as a 
solution for those specific services.

Nevertheless, we have experienced 
greater negotiability compared to 18 
months ago, and we anticipate that 
trend continuing in the future. The 
contracting areas where we perceive 
the most scope for negotiation tend 
to be commercially oriented issues 
such as price, privacy and security, 
scope and service levels, and liability 
caps. Technical areas, such as the 
variability of service elements that 
depend on specific data center features, 
do not lend themselves to negotiation 
because the shared service nature 
of cloud facilities limits the ability 
of providers to agree on changes in 
those areas. These are areas where 
customers often show their naivety of 
how cloud computing works by asking 
for changes that directly contradict the 
commoditized nature of the service 
offering. That said, some providers 
do not help themselves by justifying 
their refusal of almost every requested 
change based on the invariability of the 
technical solution, even when an issue 
is plainly commercial and not technical.

Among the key issues that recur in cloud 
contract negotiations are:

• customer control and visibility over 
subcontracting: there is a general 
reluctance of providers to allow 
approval of, or even to identify, 
subcontractors. Often, that can be 
for very good reasons, especially in a 
public cloud situation;

• the limitation of the provider’s 
ability to change the nature of 
the services provided. Again, 
there may be very valid reasons 
for this depending on the nature 
of the services, but, typically, the 
negotiation ought to focus on the 
commercial implications of such 
changes rather than the basic right 
itself;

• privacy and data security 
commitments by the provider;

• rights of the provider to suspend 
services under circumstances such 
as non-payment or violation of an 
acceptable use policy;

• limitation of liability;

• termination assistance provisions 
allowing the customer to extend 
service for a period after termination 
or expiration to allow migration to 
the replacement solution; and

• the stretching of some common 
contracting provisions into some 
pretty unfamiliar directions. 
One motto to bear in mind when 
reviewing cloud terms is “never 
assume that you know what’s in a 
provision based on its heading.” 
Force majeure provisions are a good 
example. You may have thought that 
it would be hard to reinvent force 
majeure, but in some cloud instances 
force majeure seems to be elastic-
sided enough to capture “changes 
in the taxation basis of services 
delivered via the Internet” as a force 
majeure event.

Another area where some providers 
have not helped their industry’s cause is 
in the proliferation of complex, multi-
document contract structures which are 

often poorly updated and oddly worded. 
Customers need to wade through 
the many pieces of paper and URL 
links, and with a lack of consistency 
among the documents frustration 
mounts and patience wears thin. These 
multi-layered contract structures are 
unwieldy and often, when quizzed, even 
the providers’ representatives cannot 
navigate their way around them. It 
would be beneficial if the cloud industry 
generally—and some notable large 
cloud providers specifically—were to 
address this contracting approach over 
the next couple of years.

PRIVACY AND SECURITY

MoFo’s Global Privacy + Data Security 
Group has already written extensively 
about the privacy implications of 
moving data to the cloud. The conjoined 
issues of privacy and security remain 
center stage in most cloud contract 
negotiations. The key issues generally 
are who is responsible for data security 
and how obligations should be allocated 
between service provider and customer. 
Importantly, there may be a different 
analysis between different types of 
cloud services, e.g., between IaaS and 
SaaS, for example. But it is worth 
understanding the exact commercial 
and legal implications of a provider that 
commits only to be responsible for the 
“security of our network” and expects 
its customer to be responsible for the 
“security of its data.”

Typically, of course, providers are 
more willing to take responsibility for 
the integrity of their networks, while 
attempting to steer clear of obligations 
in relation to data. However, some 
service providers now accept that 
a failure to improve their privacy 
offerings may compromise future 
growth in certain markets and be a 
competitive disadvantage.

So, for example, there is an increased 
willingness to adopt the EU model 
clauses for data transfer, and most of 
the large cloud providers are reacting 
to commercial pressures from Europe-

http://www.mofo.com/practices/services/litigation-trials--appeals/privacy--data-security
http://www.mofo.com/practices/services/litigation-trials--appeals/privacy--data-security
http://www.sociallyawareblog.com/2014/10/29/privacy-in-the-cloud-a-legal-framework-for-moving-personal-data-to-the-cloud/
http://www.sociallyawareblog.com/2014/10/29/privacy-in-the-cloud-a-legal-framework-for-moving-personal-data-to-the-cloud/
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based clients to offer services from ring-
fenced European data centers. Despite 
this, there is still a lack of appreciation 
among many customers for the 
difference between commitments in 
relation to data “at rest” (i.e., where the 
data are stored) and from where data 
can be accessed.

PERFORMANCE

In general, most cloud contracts are still 
relatively light in terms of service-level 
commitments, with availability being 
the main measurement metric. There is 
no sign yet of widespread (or, indeed, 
early stage) acceptance of the EU’s 
standardized SLA suggestions.

In terms of remedies for service failure, 
the concept of providing credit via 
further services or contract extension 
is still prevalent despite the illogicality 

(from a customer perspective) of 
accepting more of the same as a  
service remedy.

CONCLUSION

The old maxim “Be careful what you 
wish for” applies to the cloud market 
at this stage of development. Many 
commercial users of cloud services 
have chafed at the “take it or leave 
it” approach to cloud contracts. But, 
now that some degree of negotiation is 
becoming possible in some areas of the 
cloud market, it is clear that users need 
to understand more than ever what can 
realistically be negotiated.

At the same time, users need to clearly 
distinguish their reasons for adopting 
cloud solutions in the first place and 
understand the specific sector of the 
market that they are seeking to access. 

If users perceive the risks to be so 
great that contract negotiation seems 
essential before putting services in the 
cloud, it is possible that they need to 
consider whether the services they have 
in mind properly belong there in the 
first place.

In general, customers need to approach 
cloud computing transactions with 
realistic expectations. It is unrealistic 
to expect to renegotiate a provider’s 
cloud contract terms materially on 
a project with a relatively low cost/
value. Providers are either technically 
constricted or simply commercially 
unwilling to devote expensive 
commercial management time or legal 
resources to negotiate the terms of a 
project with a relatively low margin or 
revenue generation.

We are Morrison & Foerster — a global firm of exceptional credentials. Our clients include some of the largest financial institutions, investment banks, and 
Fortune 100, technology, and life sciences companies. We’ve been included on The American Lawyer’s A-List for 11 straight years, and the Financial Times 
named the firm number six on its 2013 list of the 40 most innovative firms in the United States. Chambers USA honored the firm as its sole 2014 Corporate/M&A 
Client Service Award winner, and recognized us as both the 2013 Intellectual Property and Bankruptcy Firm of the Year. Our lawyers are committed to achieving 
innovative and business-minded results for our clients, while preserving the differences that make us stronger.

Because of the generality of this newsletter, the information provided herein may not be applicable in all situations and should not be acted upon without 
specific legal advice based on particular situations. The views expressed herein shall not be attributed to Morrison & Foerster, its attorneys or its clients.

©2015 Morrison & Foerster LLP

If you wish to receive a free subscription to our Socially Aware newsletter, please send a request 
via email to sociallyaware@mofo.com. We also cover social media-related business and legal 
developments on our Socially Aware blog, located at www.sociallyawareblog.com. 

For breaking news related to social media law, follow us on Twitter @MoFoSocMedia. To review 
earlier issues of Socially Aware, visit us at www.mofo.com/sociallyaware.

SOCIAL MEDIA 2015: ADDRESSING CORPORATE RISKS

Don’t miss Socially Aware’s, and PLI’s upcoming Social Media Conference  
on February 10th (in San Francisco and via webcast) and on February 25th  
(in New York City). 

For more information or to register, please visit PLI’s website at pli.edu/content.
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POLICY 
	

It is the policy of Sutter Health and each of its Affiliates (hereafter “Sutter Health” or “Sutter Health’s network 
of care”) to ensure procedures are in place to: 

	
1. Minimize the business, legal and personal risks that may arise from an individual’s use of social 

media, both during work time and non-work time; 
	

2. Protect the privacy and safety of our employees and patients; 
	

3. Prevent legal risks that may arise from taking adverse action against employees or potential 
employees due to use of social media; and 

	
4. Outline an employee’s obligation to avoid conduct that may violate local, state or federal law or 

other Sutter Health policies or that may trigger claims of discrimination, harassment, retaliation or 
any other unfair employment practices against Sutter Health. 

	
Sutter  Health  believes  that  participation  in  online  communities  is  a  valuable  means  of  sharing  and 
communicating. This policy is not intended to restrict the flow of useful and appropriate information. 

	
PURPOSE 

	
The purposes of this policy are to: 

	
1. Outline the requirements for participation in social media, including Sutter Health-hosted social 

media and non-Sutter-Health hosted social media in which an individual’s affiliation with the Sutter 
Health’s network of care is known, identified, or presumed; 

	
2. Provide managers and others in a position to make employment-related decisions with guidance on 

appropriate use of information that may have originated from social media sources; and 
	

3. Mitigate legal and employee relations risks to Sutter Health that may be associated with the use of 
social media (in areas such as hiring, Equal Employment Opportunity issues, etc.) 

	
GENERAL INFORMATION 

	
A. Scope: This policy applies to all employees, physicians accessing Sutter Health’s Hosted Media Sites, 

volunteers, non-employee assistants/students, vendors, contract personnel and other associates of 
Sutter Health’s network of care to the extent such non-employed individuals are contractually or 
otherwise obligated to follow Sutter Health policies (“Individuals”). It applies to the use of social media 
during work and non-work time, when the person’s affiliation with the Sutter Health network of care is 
identified, known or presumed. It does not apply to content that is otherwise unrelated to Sutter Health. 
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B. No-Retaliation:  There will be no retaliation against individuals who raise good faith concerns about 
actual or potential violations of this policy. 

	
C. Definitions: 

	
1. Social Networking: Generally includes all types of postings and/or interaction on the internet, 

including, but not limited to, social networking sites, (such as Facebook©, MySpace© or 
LinkedIn©),  blogs  and  other  online  journals  and  diaries,  discussion  boards  and  chat  rooms, 
microblogs  such  as  Twitter©,  3rd   party  rating  sites  such  as  Yelp©,  smartphone  applications, 
multimedia  host  sites  (such  as  YouTube©  or  Flickr©)  and  similar  media. Social  networking 
activities may also include the permission or refusal of posts by others where an individual can 
control the content of postings. 

	
2. Blog: Short for “Web log” a site that allows an individual or group of individuals to share a running 

log of events and personal insights with online audiences; may include video formats (vlogs). 
	

3. Sutter Health Confidential Information: All information contained in any document designated as 
“Confidential Information,” “Proprietary Information,” “Trade Secrets,” or other similar marking; and 
all information, whether or not such information is reduced to writing or is so marked, concerning 
Sutter Health strategies, new products, business plans, prices, and other similar information where: 
(1) Sutter Health has taken reasonable measures to keep such information secret and (2) the 
information is not public knowledge. 

	
4. Protected Health Information: Any individually identifiable information regarding a patient of the 

Sutter Health network that is collected, received, created, transmitted, or maintained in connection 
with an individual’s status as a patient, including information about a member’s/patient’s physical or 
mental health; the receipt of health care or payment for that care; patient premium records, 
enrollment and disenrollment information; name, address, Social Security number, account number; 
information from or about transactions; driver’s license number; financial or credit account numbers; 
phone numbers; ISP and internet domain addresses; and other personal identifiers or similar 
information. 

	
5. Sutter Health-Hosted Media Sites: Any internet or intranet site sanctioned and/or endorsed by or 

branded as part of the Sutter Health network of care. Public, external internet examples include but 
are not limited to, the following: sutterhealth.org, mylifestages.org, facebook.com/SutterHealth, 
twitter.com/SutterHealth, youtube.com/SutterHealth, etc. Internal intranet examples include but are 
not limited to the following: all SharePoint sites on MySutter intranet, portal and collaboration sites, 
My Sites, community sites, discussion boards, wikis and other intranet websites. 

	
6. Non-Hosted Media: Any internet site not sanctioned and/or endorsed by or branded as part of the 

Sutter Health network of care; may include personal social networking sites (please see definition 
#1 above). 

	
7. Wiki: Allows users to create, edit and link web pages easily; often used to create collaborative, 

community-driven websites (called “Wikis”) and to populate community websites. 
	

PROCEDURES 
	

I. EMPLOYEE USE OF SOCIAL MEDIA 
	

A. Sutter Health-Hosted Media Sites: (Internet or intranet sites sanctioned and/or endorsed by 
Sutter Health): 

	
1. Individuals are invited to visit and interact with Sutter Health’s Hosted Media Sites – including 

external websites and blogs, MySutter intranet sites/discussion boards, and branded Facebook 
and Twitter accounts – in connection with their employment and for personal use, as 
appropriate. 
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Employees  must  demonstrate  good  judgment  when  using  social  media  or  other  online 
resources and ensure usage does not inhibit productivity standards and/or job performance. 

	
2. We encourage Individuals to participate in the Sutter Health network’s social media activities – 

become a “fan” of Sutter Health network Facebook pages, follow news on Twitter, share 
YouTube videos with friends and family, comment on health blogs written by medical experts 
on MyLifeStages.org and more. 

	
a. Individuals accessing Sutter Health-Hosted Media Sites are subject to the general 

requirements set forth in this section (A) as well as the requirements in section (B) [Non- 
Hosted Sites]. 

	
b. When using Sutter Health-Hosted Media Sites: 

	
	

i. Individuals should identify themselves by name and position when discussing the 
network or related matters. Anonymous postings generally are discouraged and are 
not in line with our network policy of honesty and transparency. 

	

ii. Individuals must abide by Sutter Health‘s equal employment, harassment and other 
applicable policies, all of which apply to social media communication with equal force 
as other forms of verbal or written communications. 

	

iii. Individuals may not post any material that could interfere with work functions, including 
but not limited to material that is obscene, defamatory, profane, libelous, threatening, 
discriminatory, harassing, retaliatory, abusive, or hateful. 

	

iv. All postings must abide by applicable copyright laws and Individuals must ensure that 
they have permission to use or reproduce any copyrighted text, photos, graphics, video 
or other material owned by others. 

	

v. The Sutter Health network reserves the right to  monitor,  prohibit,  restrict,  block, 
suspend, terminate, delete or discontinue an Individual’s access to any Sutter Health- 
Hosted Media Site, at any time, without notice and for any reason and in its sole 
discretion. The network may remove, delete, block, filter or restrict by any other means 
any materials in its sole discretion. 

	

vi. By posting any content on any Sutter Health-Hosted Media Site, Individuals grant to the 
Sutter Health network the irrevocable right to reproduce, distribute, publish, display 
such content and the right to create derivative works from your content, edit or modify 
such content and use such content for any network purpose. 

	

vii. Absent written authorization from the Sutter Health President/CEO or his/her designee, 
an  Individual may not submit any content to a Sutter Health-Hosted Media Site that 
contains any product or service endorsements or any content that may be construed as 
political lobbying, solicitations or contributions. An Individual may not use a Sutter 
Health-Hosted Media Site to link to any sites for political candidates or parties or use 
Sutter Health-Hosted Media Sites to discuss political campaigns, issues or for taking a 
position on any product, service, legislation, law, elected official or candidate, political 
party or movement. 

	

viii. At times, Individuals may use Sutter Health-Hosted Media Sites such as MyLifeStages 
medical blogs to ask medical questions or advice for a healthy lifestyle. Network 
physicians may share definitive medical advice or commentary in the same fashion, but 
their  replies  should  include  a  disclaimer  that  encourages  users  to  consult  their 
physician for personal medical advice or treatment options that complement their health 
conditions and history. 



Policies Page 4 of 7 Communications & Marketing Policy 12-745 	

B. Non-Hosted Social Media Sites and Sutter Health-Hosted Media Sites 
	

1. The guidelines in this section apply to an Individual’s personal social media activities that may give 
the appearance they are speaking on behalf of the Sutter Health network of care or which may 
create significant risk for the network. 

	
2. Sutter Health recognizes that Individuals engage in social networking during non-work time. At 

times individuals may use social networking sites to express displeasure about the organization, 
their work experience or about their managers or co-workers. Nothing in this policy prohibits 
employees from discussing the terms and conditions of their employment. 

	
3. The procedures below apply to all Individuals and are designed to reduce the likelihood that their 

personal social networking activities will have an adverse effect on themselves, the Sutter Health 
network of care, other employees, patients or the organization’s mission. 

	
a. Individuals should limit participation in social media activities during work time unless required 

by their position; incidental use occurring during break times or in a manner that is consistent 
with other general internet use is not prohibited by this policy. Under no circumstances may an 
Individual access social media on mobile devices while driving for work related reasons or 
performing other safety sensitive work functions. 

	
b. Individuals must speak for themselves and not on behalf of the Sutter Health network unless 

authorized to do so as part of their job responsibility. If an Individual posts content online in a 
personal capacity and it is relevant to Sutter Health’s network of care, a disclaimer should be 
provided (e.g., “The postings on this site are my own and don’t necessarily represent Sutter 
Health’s positions, strategies or opinions.”). 

	
c. Under no circumstances may Individuals post fake blogs, create false positive or fake negative 

reviews of Sutter Health, its affiliates, policies, services and physicians or its competitors; nor 
may individuals impersonate someone associated with or speaking about Sutter Health’s 
network of care. 

	
d. Individuals may not use Sutter Health network logos, trademarks or proprietary graphics that 

would create the appearance they are speaking on behalf of Sutter Health without prior 
authorization from appropriate Marketing or Communications leadership. 

	
e. Individuals may not use or disclose any patient identifiable information of any kind, including 

patient images, on any social media platform or smartphone application without the express 
written authorization of the patient. Even if an Individual is not identified by name within the 
information at issue, if there is a reasonable basis to believe that the person could still be 
identified from that information, then its use or disclosure could constitute a violation of the 
Health Insurance Portability and Accountability Act (HIPAA), state law, and/or Sutter Health 
network policies. Additionally, online activities regarding patients within the Sutter Health 
network of care that may compromise a patient’s personal dignity or otherwise make them 
question the confidentiality of the services provided by the network are prohibited. 

	
f. Individuals may not disclose any Confidential Information of or about Sutter Health, its vendors, 

suppliers, or patients. 
	

g. Individuals are responsible for any publicly viewable intentionally false statements that damage 
the company or the company’s reputation. 

	
h. Prior to establishing an online relationship with a vendor or patient through social networking 

sites, Individuals should consider potential conflict of interest issues, given the unique 
association between patients and health care providers as well as the requirements of the 
Sutter Health Conflict of Interest policy. 
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Individuals involved in vendor/product selection processes will be required to disclose 
relationships with vendors, including social media connections. See the Sutter Health Conflict 
of Interest policy for additional information and requirements governing vendor relationships. 

	
i. Individuals shall not use social networking activities, including personal e-mail and mobile (text) 

messaging, to transmit, receive, or store information regarding Sutter Health’s network of care, 
its employees or patients that is illegal, discriminatory, harassing, libelous, slanderous, and/or 
protected under HIPAA or state law or which is considered Confidential Information. 

	
	

j. Some topics present significant business risk to the organization and should not be discussed 
on social media-even where Individuals express their own opinions and provide a disclaimer 
(e.g., Information that may cause a municipal bond investor to decide to buy, sell or hold bonds 
related to Sutter). Non-exhaustive examples of topics that should not be discussed include: 

	
	

i. Speculation  about  the  future  business  performance,  business  plans,  unannounced 
strategies, potential acquisitions or divestitures; 

	

ii. Non-public information about financial performance, changes in financial performance or 
liquidity; 

	

iii. Potential mergers and acquisitions; or 
	

iv. Sensitive information involving competitors. 
	

If an Individual is unsure of the sensitivity of a particular subject, he/she should seek advice 
from the reporting manager, human resources or the affiliate compliance officer before 
participating in the conversation. 

	

k. Individuals shall not announce news about the Sutter Health network of care that is not already 
made public. Only those officially designated by the network have the authorization to speak 
on behalf of the company. 

	
l. If an Individual is contacted by a blogger, online journalist or media representative about the 

business of the organization (news, network operations, policies, practices, strategic 
commitments or additional business information), he/she must notify their manager and the 
system, region or affiliate Communications team before responding. 

	
m. Individuals are more likely to resolve complaints about work by speaking directly with co- 

workers, supervisors or other management-level personnel than by posting complaints on the 
internet. They may also call the Sutter Health Confidential Message Line at (800) 500-1950. 

	
n. Nothing in this policy will be interpreted to limit or interfere with an employee’s rights under 

Section 7 of the National Labor Relations Act. 
	
	

II. MANAGEMENT RESPONSIBILITY 
	

A. General Use of Information and Participation in Social Media: 
	

1. Managers may become aware of information considered to be inappropriate or in violation of this 
policy from a variety of sources. 

	
2. When information is brought to a manager’s attention and the manager believes that it may violate 

the terms of this policy the manager may review the information in order to determine whether 
Human Resources’ intervention is appropriate. 

	
3. Managers may not access a restricted website or social networking site without authorization (e.g., 

insisting an employee provide a password or other access to a private site). 
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4. Because it is not the Sutter Health network’s intention to regulate protected off-duty conduct, 
managers must consult Human Resources before taking any adverse action, including, but not 
limited to: requesting an employee remove a posting, coaching/counseling an employee verbally or 
in writing regarding a posting, etc. 

	
5. A manager or other network representative with authority to recommend hiring/firing, who enters 

his/her employees’ private social media page has no idea what he/she will discover. Therefore 
managers and other “persons of authority” are cautioned about establishing an online relationship 
with their employees on personal social networking sites. 

6. Managers may not approve, deny or limit leaves of absence on the basis of information on an 
employee’s social media site without consulting with Human Resources. 

	
7. Any evaluations, recommendations or comments a manager makes on an Individual’s job 

performance must follow the Sutter Health network’s official processes for providing such feedback. 
In social networking sites, general comments about a team or group’s performance are permissible, 
but individual reviews or recommendations must follow Sutter Health’s policy on references. 

	
B. Use of Information in the Hiring Process: 

	
1. Managers engaged in hiring are prohibited from conducting social media background checks on 

their own. Instead, any such checks, will be done by the designated HR/Recruitment professional 
following the network’s hiring policies and procedures. Use of social or professional networking 
sites to recruit candidates will be done in conjunction with a variety of other recruitment methods 
that encompass a broad range of sources. 

	
2. A social media check of candidates for hire should be conducted only after it is determined that the 

individual meets minimum qualifications and is a candidate that the HR/Recruitment professional 
intends to move forward in the interview process. In this way, the Sutter Health network limits the 
risk of obtaining equal employment-opportunity related information about the candidate too early in 
the process. 

3. All candidates must be subject to the same social media checks at the same point in the hiring 
process. 

	
4. Any rejection of a candidate based on information discovered on a social networking site must be 

clearly documented to ensure that the decision did not violate any Sutter Health policies. 
	

C. Management/Executive Social Media Commentary: The standard disclaimer does not by itself 
exempt Sutter Health network managers and executives from a special responsibility when participating 
in social media environments. By virtue of their position, management level employees must consider 
their  unique role in the organization and consider whether personal thoughts they publish may be 
misunderstood as expressing the network’s positions. Managers may have actual or apparent authority 
to bind the organization and should use exceptional judgment on social media sites. Failure to do so 
may result in discipline. 

	
Notwithstanding any provision of this policy that could suggest a contrary application, nothing in this 
policy will be  interpreted to limit or interfere with an individual’s  rights to  discuss  the  terms  and 
conditions of their employment or other rights under Section 7 of the National Labor Relations Act. 

	
Any Individual who violates this social media policy will be subject to appropriate remedial action; in the 
case of employees, this may include discipline, up to and including termination. 
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Related Policies and Guidelines 
	

Human Resource Policies: 
http://mysutter/PoliciesProcedures/Pages/HumanResourcesPolicies.aspx 

• Prohibiting Harassment – 16-1125 
• Equal Employment Opportunities – 16-1115 
• Policy for Background Check Policy Guidelines – 16-1105 

	
Confidentiality Policies: 
http://mysutter/PoliciesProcedures/Pages/HumanResourcesPolicies.aspx 

• Management Confidentiality – 16-1135 
• Workforce Confidentiality and Privacy and Appropriate Use of Sutter Health and Affiliate Property – 

16-1120 
• Exhibit A – Workforce Confidentiality Agreement – 16-1120A 

	
Communications and Marketing Policies: 
http://mysutter/PoliciesProcedures/Pages/CommunicationMarketingPolicies.aspx 

• Communications About Public Policy Issues – 12-705 
	

Ethics and Compliance Policies: 
http://mysutter/PoliciesProcedures/Pages/EthicsRiskCompliancePolicies.aspx 

• Internet and Email Usage – 13-635 
• Device and Media Accountability – 13-710 
• Use and Disclosure of Protected Health Information for Treatment, Payment and Health Care 

Operations – 13- 801 
• Auditing and Monitoring Access to Electronic Protected Health Information – 13-803 
• Non-retaliation and non-retribution – 13-530 

	
Standards for Business Conduct: 
http://mysutter/Resources/SystemDepartments/GeneralCounsel/EthicsCompliance/Document%20Library/2 
008_SBC_ver_5.pdf 




